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MongoDB adalah satu contoh sistem pengurusan pangkalan data NoSQL yang agak 
baru di pasaran pangkalan data dan ia digunakan dalam banyak projek penting dan 
produk. Analisis Keselamatan untuk MongoDB mendedahkan bahawa ia tidak 
memberikan apa-apa kemudahan untuk tindakan audit dilakukan dalam pangkalan 
data. Baru-baru ini, syarikat MongoDB cuba untuk membetulkan jurang pengauditan 
dengan menyediakan MongoDB perusahaan baru versi 2.6 (8 April 2014). Sistem 
pengauditan boleh merakam operasi berikut: skema (DDL), set replika, pengesahan 
dan kebenaran, dan operasi umum. Tetapi malangnya ia masih tidak boleh merakam 
Data Manipulasi Bahasa (DML). Oleh itu, kajian ini bertujuan untuk meningkatkan 
fungsi pengauditan di MongoDB dengan membentangkan satu mekanisme baru bagi 
pengauditan pangkalan data NoSQL MongoDB untuk memasukkan Data Manipulasi 
Bahasa (DML) / CRUD (Membuat, Baca, Kemaskini dan memadam) operasi. 
 






 MongoDB as a NoSQL database management system is relatively new on the 
database market and it is used in many important projects and products. Security 
analysis for MongoDB revealed that it doesn’t provide any facilities for auditing 
actions performed in the database. Recently, MongoDB company tried to rectify the 
auditing gap by providing MongoDB new enterprise version 2.6 (8th of April 2014). 
The auditing system logs operations information including; schema data definition 
language operations and operations related to replica set in addition to operations of 
authentication and authorization, and eventually general operations. But unfortunately 
still cannot record Data Manipulation Language (DML).  Thus, this study aims to 
improve the auditing functionality in MongoDB by presenting a new mechanism for 
auditing NoSQL MongoDB database to include Data Manipulation Language (DML)/ 
CRUD (Create, Read, Update and delete) operations. 
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The term NoSQL is used first time by Mr. Carlo Strozzi (1998) to name his lightweight 
open source relational database. The system did not expose the standard SQL 
(Structure Query Language) interface. There is a series of database following NoSQL 
(Not Only SQL) standards. The term “Not Only SQL” is also used for these databases 
that provide storage and retrieval mechanism with less constrained consistency models 
than traditional relational databases (Mohamed, Altrafi, & Ismail, 2014). 
 
The last three decades were ruled by the traditional relational database management 
systems such as DB2, MS SQL Server and Oracle (Bonnet, Laurent, Sala, Laurent, & 
Sicard, 2011). They have the standard SQL. Due to the growing web scale applications 
such as Facebook, mobile applications and RFID (Radio Frequency Identification) the 
Internet has become an essential part of the world today.  
 
Everyday zettabytes of data are being generated due to these applications. Due to 
changing need of applications and databases, the traditional relational databases are 
proved to be weak in distributed environment. This made NoSQL databases to get 
importance and preference. Being schema free, elastic and scalable, NoSQL databases 
appeared to be effective(Kanade, Gopal, & Kanade, 2013).  
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